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Cloud Computing and
Networking



i Books

= Designing Cisco Network Service Architectures
Foundation Learning Guide (3rd Edition)
(Foundation Learning Guides)
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CIsCD

Designing Claco Network Service
Architectures (ARCH)
Foundation Lasmrsg Guids




Books

= Distributed and Cloud Computing: From Parallel
Processing to the Internet of Things (1st
Edition)

Distributed and Cloud Computing

From Parallel Processing to the Internet of Things

“Kai Hwang - Geoffrey C. Fox - Jack J. Dongarra

Kal Hwang




Administration

= Instructor:
= HBEN BT &R BU%
= Office: Room 908
= Email: hwtseng@nchu.edu.tw
= Tel: 04-22840497 ext. 908
= http://wccclab.cs.nchu.edu.tw/www/index.php/course

= Office Hours:
= (Thursday)14:00~16:00

= Grade:
= Homework 30%
= Paper Presentation 30%
= Midterm Exam 20%
= Final Exam 20%



http://wccclab.cs.nchu.edu.tw/www/index.php/course

Course Goal

What is cloud ?
To know what is the cloud computing
To understand what are cloud applications or services

tan t n th t ter network
o gilou dds ang;now 1 desidn, the qaLa feptel nghyorks

Aud Corp %tgng
QoS

= Throughput

= Routing and Failover
= Transmission Delay
= Scalable

= Power and Thermal


簡報者
簡報註解
Intermediate:中間的,居中的;中型的


i How much data?

= Wayback Machine (4gubHy¢%) has 2 PB + 20
TB/month (2006)

= “All words ever spoken by human beings” ~ 5 EB

= NOAA ( EEIEZ FEFENRLEE) has ~1 PB climate
data (2007)

= CERN'’s LHC (KEIs&T¥1#E %) will generate 15 PB a
year (2008)

= Google processes 24 PB a day (2009)

1 Terabyte (TB) = 1024 GB
1 Petabyte (PB) = 1024 TB
1 Exabyte (EB) = 1024 PB

o1 Zettabyte (ZB) = 1024 EB
1 Yottabyte (YB) = 1024 ZB


簡報者
簡報註解
Climate: 氣候
Ought: 應當,應該


Evolution of the Big Data Industry

Data

Size

» Doubled every 40 months since 1980s
- 2.5 Exabyte (10'8) of data per day

YB
ZB
EB

« World market size of IDC in
2012 is $22.6B (21.5% growth)

EB
PB
TB

« China IDC market size is
RMB 17.1B (67.1% growth)

TB
GB
MB

= Databases

- Data engineering
* Knowledge engineering

- Storage capacity today: 667 EB in 2013 (Cisco)

$34B in IT spending (2013)

4.4M new jobs related to
Big Data (2015)

Gartner predicted that Big
Data will be a traditional
industry by 2020
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簡報者
簡報註解
RMB : 人民幣


Evolution of the big data industry in three development stages.

Stage Databases Data Centers Big Data Industry
Time Frame  1960-1990 1980-2010 2010 and beyond
DataSizes  MB,GB,TB TB, PB, EB EB,7ZB, YB

Market Size  Database market, ~ $22.6 billion market ~ $34 billion in IT spending (2013), predicted
and Growth  data/knowledge by IDC2012; 21.5%  to exceed $100 billion by 2020; 4.4 million

Rate engineering growth new big data jobs (2013)

e —————




i Big Data as a Service Market Size

North America big data as a service market size, by deployment,
2015 - 2025 (USD Million)
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B Public Cloud " Private Cloud B Hybrid Cloud
Sowrce; www,grandwewresearch.com
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i How to create more data?

= Answering confusing questions
= Input pattern on the Web
= Works amazingly well
Who shot Abraham Lincoln? — XXX shot Abraham Lincoln
= Learning relations
= Input word patterns
= Search for patterns on the Web
= Using patterns to find more instances

Wolfgang Amadeus Mozart (1756 - 1791)
Albert Einstein (1879 — 1955)
Birthday-of (Mozart, 1756)
Birthday-of (Einstein, 1879) PERSON (DATE — XXX )
(Brill et al., TREC 2001 Lin, ACM TOIS 2007) PERSON describe ...

(Agichtein and Gravano, DL 2000; Ravichandran and Hovy, ACL 2002; ...)



簡報者
簡報註解
Factoid: (僅因出現在出版物上而被信以為真的)仿真陳述
Amazingly: 令人驚奇地
古典音樂家. 莫札特 Wolfgang Amadeus Mozart (1756-1791)
阿尔伯特·爱因斯坦（德语：Albert Einstein) 1879-1955
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Large Data Centers

= Web-scale problems? Need more machines!!!

= Clear trend: centralization of computing resources in large
data centers

= Necessary ingredients: fiber, juice, and space

= Important Issues:
= Redundancy --> fault tolerance, load balance.
= Efficiency --> transmission latency
= Utilization --> bandwidth utilization, resource utilization
= Management --> virtualization, cooling system


簡報者
簡報註解
Ingredient: (構成)要素,因素
Juice: 【俚】電, 汽油, 石油


.

fig Data and Cloud Computing

= |t starts with the premise that the data services and
architecture should be on servers.
= We call it “cloud computing” — they should be in a
"cloud" somewhere.

= If you have the right kind of browser or the right kind
of access, it doesn't matter whether you have a PC or a
Mac or a BlackBerry or a mobile phone or what have
you — or new devices still to be developed — you can

get access to the cloud.

Danny Sulll"Va 16


簡報者
簡報註解
Premise: 假定,假設;前提
Somewhere: 在某處；到某處
right kind of : 正確的
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Cloud Computing

Having secure access to all your applications and data from any network device


簡報者
簡報註解
Massively:   大大地;大量地
offsite backup: 【電腦】異地儲存
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Source: Mendel Rosenblum
Stanford U., 1998




Cluster User {Clien)


簡報者
簡報註解
Disparity:不同;不等
Check right graph…..


Pay by use instead of provisioning for peak ' Unused resources
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簡報者
簡報註解
目標是要如何做好資源管理
Provision: 供應
Risk: 危險,風險
Revenue: 歲入;稅收
Undervaluation: 低估...之價值;輕視
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簡報者
簡報註解
將架構視為服務（infrastructure as a service，IaaS）
將平台視為服務（platform as a service，PaaS）
將軟體視為服務（software as a service，SaaS）



I Cloud Application Middleware Platform
WebSphere

Uit 228 LIS A

WebLogic

JITT.

Google App Engine 1

laaS

Scalable System Architecturg

Servers

: Cloud System Software Platform (VRM)
| Hypervisor
|
|

Virtualization Mgmt Storage Mgmt Security
Backup/Replication Data Center Automation Energy
Management

System Manag

ement Cooling

Storage Arrays

Switches

Power Distribution



簡報者
簡報註解
將架構視為服務（infrastructure as a service，IaaS）
將平台視為服務（platform as a service，PaaS）
將軟體視為服務（software as a service，SaaS）
ERP（Enterprise Resource Planning，企業資源規劃）
Customer Relationship Management：客戶關係管理.


Market Share of Various Cloud Platforms
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Worldwide distribution of cloud service models and the growth rate based on projections by Gartner Research
from 2014-2020.
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簡報者
簡報註解
Disruptive: 分裂性的,破裂的
Innovation: 革新,改革,創新
Gross: 總的
Margin: 利潤;賺頭
Sustaining: 持久性的
Commodity: 商品;日用品
Incumbent: 現任的,在職的


()

(] o
Meet the

Source: Daniel Costello, Microsoft Data Center Transformation, Microsoft WinHEC 2008 29


http://www.greentelecomlive.com/wp-content/uploads/2008/06/ibm_container.jpg

i Why Container Computer?
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1.Apple's existing Newark, CA., Data Center is
around 109,000 square feet--the new one is over
500,000. That represents either aridiculously big
scaling-up of business or a whole new thing
2.500,000 square feet is among the largest
centers being built in the World on a single site. www.datacenterknowledge.com
Microsoft's new one in Chicago is around 400,000,

In comparison BERIRIR:KBRIR R AE 31



簡報者
簡報註解
Ridiculously:可笑地;荒謬地
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What Is Big Data?

\WWhat is Big Data

Massive sets of unstructured/semi-structured data from Web traffic,
social media, sensors, etc
Petabytes, exabytes of data
* Volumes too great for typical DBMS
Information from multiple internal and external sources:
 Transactions
e Social media
 Enterprise content
e Sensors
 Mobile devices

In the last minute there were .......

204 million emails sent e 100,000 tweets
61,000 hours of music e 6 million views and 277,000 Facebook Logins
listened to on Pandora * 2+ million Google searches

20 million photo views e 3 million uploads on Flickr


簡報者
簡報註解
Pandora: 古代弦樂器

http://www.youtube.com/watch?v=7D1CQ_LOizA

‘L What Is Big Data? continued

« Companies leverage data to adapt products and
services to:
 Meet customer needs
 Optimize operations
e Optimize infrastructure
 Find new sources of revenue
 Can reveal more patterns and anomalies

* IBM estimates that by 2015 4.4 million jobs will be
created globally to support big data
e 1.9 million of these jobs will be in the United
States


簡報者
簡報註解
Reveal: 展現，顯露出；
Anomaly:不規則；破格；


* The Five v’s of Big Data



簡報者
簡報註解
Veracity: n. 誠實；真實

Authenticity :  可信賴性；確實（性）；【口】誠實
Origin:起源；由來；起因

Reputation : 名譽，名聲

Hypothetical: 假設的，假定的


Igday’s Dig Data Software Libraries
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簡報者
簡報註解
BOINC :克萊開放式網路計算平台是目前主流的分布式計算平台之一，由加州大學柏克萊分校電腦學系發展出的分散式計算系統。原本專為SETI@home項目而設計，目前納入的領域包括數學、醫學、天文學和氣象學等。BOINC匯集全球各地誌願者的電腦或行動裝置，提供運算能力給研究者。

Apache OpenNLP庫是一個基於機器學習的自然語言文本處理的開發工具包，它支持自然語言處理中一些共有的任務，例如：標記化、句子分割、詞性標注、固有實體提取、淺層分析、語法分析及指代。這些任務通常都需要較為先進的文字處理服務功能 。

RapidMiner是Data Mining資料科學平台，也是人工智慧機器學習的工具軟體。在機器學習部份，含前置資料準備、模型能力及機器學習演算法、建模評估及性能驗證，


Less than 1 MB (12) 3.7%
1.1 to 10 MB (8) B 2.5
11 to 100 MB (14) B 4.3°6

101 MB to 1 GB (50)

15.5%

1.1 to 10 GB (59)

18%

11 to 100 GB (52)

16%

101 GBto 1 TB
(59)

18%

1.1 to 10 TB (39)

12%

11 to 100 TB (15)

4.7%

101 TB to 1 PB (6) . 1.9%
1.1 to 10 PB (2) . 0.6%
11 to 100 PB (0) | 0%
Over 100 PB (6) B 1.9°%

Figure 1.1 Results from a KDnuggets Poll about Largest Data Sets Analyzed

Source: www. lkkdnuggets.com/polls/2013/largest-dataset-analvred-data-mined-2013 html.

A main obstacle to fully harnessing the power of big data using analytics is the lack of skilled

resources and “data scientist” talent required to exploit big data. In another poll ran by

KDnuggets in July 2013, a strong need emerged for analytics/big data/data mining/data science
education.® It is the purpose of this book to try and fill this gap by providing a concise and

tocused overview of analytics for the business practitioner.
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簡報者
簡報註解
Spout:  噴出，噴射
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'S
iDat_a Sources and Collection

e Business transactions
 Textual and multimedia contents

Qualitative knowledge data
Scientific discovery
Sensing data from the loT
Social networks


簡報者
簡報註解
Qualitative: 質的；性質上的；【化】定性的


The Internet of Things (1oT)
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= 81
Introduction =,

= Internet of Things(loT)

= Sensed and controlled remotely
= Across existing network infrastructure
= Physical objects in Network
devices, vehicles, buildings
= Collect and exchange data
Electronics, software, sensors, and network connectivity

= Create more direct integration of the physical world
« Efficiency, accuracy and economic benefit

= British entrepreneur Kevin Ashton
= Coined the term in 1999 while working at Auto-1D Labs



簡報者
簡報註解
Kevin Ashton (born 1968) is a British technology pioneer who cofounded the Auto-ID Center at the Massachusetts Institute of Technology (MIT), which created a global standard system for RFID and other sensors.[1] He is known for coining the term "the Internet of Things" to describe a system where the Internet is connected to the physical world via ubiquitous sensors.[2][3]

Entrepreneur: 企業家；事業創辦者；承包人

Economic:經濟上的；經濟學的


gvolution of the Internet of Things

Network The Internet Mobile-Internet Mobiles + People + PCs Internet of Things
Hos F Mo ﬁ; ile F m hl Mo hl ' LE g
UE Host Host Host
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BILLIONS OF DEVICES

Introduction

THE INTERNET OF THINGS
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簡報者
簡報註解
X axis shows the year. from past to present


Introduction

60 - Internet of Things
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portunities of 10T In 3 dimensions

Any TIME connection

+ On the move
« Dutdoors and indoors

= Might
*Daytime

= Onthe move
= Outdoors
= Indoors (away from the PC)

- At the PC
Any PLACE connection

+ Between PCs
* Humanto Human (H2H), not usinga PC

* Human to Thing (H2T), using genenc equpment
= Thing to Thing (T2T)

Any THING connection

(courtesy of Wikipedia, 2010)



loT & Cloud Computing

ecent years ago, the loT started its communication with
the centralized server in the cloud.

0®°0g
© &« O
6 06°

Basically, Centralized servers hosted in the core internet
rather than using a local sever or personal system for
huge processing/computation or storage of data.
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簡報註解
By now everyone knows what cloud computing is?

May years ago the IoT started its communication with the centralized server in the cloud like this, as shown in the figure.

Basically it is making use of Centralized servers hosted in the core internet rather than using a local sever or personal system for huge processing/computation or storage of data.

In the present times almost all the organizations uses cloud.
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o ®o Introduction e S
® o

= The ¢(?he?ge of loT

= Requires a new computing model
= Rapid growing 5V of loT data B | '
Volume, variety, veracity, value and veloc - EGy .5TB/day
1 y1 y’ h‘“. Uﬁr'tv co-

= Requirements % Ofishore
= Minimize latency Qil Field

= Conserve network bandwidth I!E‘l ol

= Address security concerns e
= Operate reliably - SRy of flight

= Collect and secure data across a wide area with different
environmental conditions Connecting Many Things

= Move data to the best place for processing  to the Cloud is impractical

Traditional cloud computing architectures do not meet all of these requirements
87
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Not always enough bandwidth

Offshore: 近岸的；近海的
Refinery : 精鍊廠；煉油廠
Veracity: 誠實；真實
Conserve: 保存；保護；節省
Impractical: 不切實際的




loT Enabling Technologies

Embed numerous distributed devices to Network devices to coordinate
monitor and interact with physical world and perform higher-level tasks

Embedded

Control system with
Small Untethered nodes

Networking

Exploit collaborative sensing

Sensing

Tightly coupled with
the physical world

o

Exploit spatially/temporally dense, in situation or
remote sensing or actuation
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Untethered:不受限制
Exploit:利用；
Collaborative:合作的；協作的

Actuation:驅使；行動；激勵


: Architecture of the Internet of Things

Application
Layer

Merchandise || Environment || Intelligent
Tracking Protection Search

Tele-
medicine

Intelligent
Traffic

Smart
Home

Network
Layer

Sensing
Layer

Mobile
Telecom
Network

.
o*
.
.
“

RFID

RFID Label

Cloud Computing
Platform

Pt
-“‘
.

Sensor
Network

Sensor Nodes

Information
Network

)
““
.
s®
‘I
-
...
‘.
]

L]
...
LY

Road Map
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Merchandise: n.
商品，貨物
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Sensor Node ™ Data Flow

Microprocessor
.|
Module Bus

RF Module i i SensorModule { i MemoryModule i
t [wean] [wean] | i[Sensor] [ Fier | [ADC | | ELE:AM H{}w Flash | |
Random Access Memory Head-only Memory

IILL. SEEE I I I SIS I I S SIS S S I I I I I SIS I I ST S I I A I SIS I I S SIS S .

(a) Functional modules in a smart sensor node.



Proximity Sensor Accelerometer
\ Camera f
f

4 rj |
Wii b t:!
Sensor I —
devices built = .-
Inside a
typical
smartphone
%
GPS

SXoNS

Ambient Light Sensor  Microphone
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Proximity: 接近，鄰近；親近
Accelerometer: n.
（飛機，電導飛彈等的）加速儀
Ambient: 周遭的；環繞的


Location-sensitive Applications
of Typical 10T Processing Stages

et
4 |11

.,' H *. Smart
9‘ Wearable

Real Time Data Archive

Processing

\

o I% ' 1 |
1 lL_' ’ E I
' < el =
'-------.---I : ::;1=_"]. ‘. - :
Int&rmEdiaw TR R EEREER BEXEEEEL
Communication Visualisation / Presentation /
and Processing Recommendation

Devices

. =Context Discovery
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Archive:檔案館，檔案保管處；資料庫；檔案；文件；記錄


loT Apps Domains and Users

Sensing, Analytics and

Visuakzation tools
Haorre! /

Farsonal Ty
User = T-J %
i r

Policy Makers Industrialists

Fig. 1. Incermner af Things schemaric showing the end users and applicanion ar=as bassd on dara.
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Logistics: n. （用作單或複）後勤；【軍】後勤學；物流，運籌
Meter:計量器，儀表

Surveillance:看守；監視；監督；檢查


S
i Need for fog computing

= Why can’t do all in cloud?

= Cloud computing frees for the enterprise and
the end user from many details.

= This bliss becomes a problem for latency-
sensitive applications.

= Why can’t do all in end systems?

= Physical constraints: Energy, space, capacity,
cost, etc.,


簡報者
簡報註解
Bliss: 極樂，至喜；天堂之樂
Actuators: 促動器


Iot is generating unprecedented volume and variety of data, by the time it makes to the cloud for analysis, the opportunity to act upon the data might be gone.

Also, Loads of useless data are been pushed to the cloud. Fog filters out and sends useful data to clouds.

Anyway, these are a few examples, we see key attributes of fog computing later in the slides. 

End systems might be sensors, actuators could be stolen.


Introduction

hat Is the fog computing?

Cloud-to-Cloud

Communication
Device-to-Device
Communication

Device-to-Cloud
Communication

Cloud Computing

""" Fogto-Cloud '
Communication .
Device-to-Device A
Communication A
e oEEsm—————
Fog Computing £ Fog Computing
Greater business agility Eou Compuiing

Better security
Deeper insights, with privacy control
Lower operating expense 97
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Agility:敏捷；靈活


Deeper insights:更深入的見解


Introduction

L t IS the fog Computing? Cisco propose in 2014

= The fog extends the cloud to be closer to the things
that process loT data
= Fog node
Computing, storage, and network connectivity
« Estimation by IDC[1]

The data analyzed on devices that are physically close
to 10Ts is approaching 40 percent

= Analyze loT data close to where it is collected
Minimize latency
Offload gigabytes of network traffic to the core network
Keeps sensitive data inside the network

EI=E EEs

IDC : International Data Corporation

[1]IDC FutureScape: Worldwide Internet of Things 2015
Predictions. 98
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鑽油井, 噴射機

跟雲端運算相比，霧運算所採取的架構更為分散式，更接近網路邊緣，不像雲端運算，使用者要連上遠端的大型資料中心才能存取服務。
除了架構上的不同之外，雲端運算所能提供的應用，基本上霧運算都可以提供，只是霧運算所採用的運算平台效能可能會遜於大型資料中心。�


Introduc_| | covacomtnn

When to Consider Fog Computing

« Data is collected at the extreme edge: vehicle
railways, etc.

End Devices

 Thousands or millions of things across a large geographic area are generating data.

» Itis necessary to analyze and act on the data in less than a second.

Fog Nodes Closest to loT Devices Fog Aggregation Nodes

Response time Milliseconds to subsecond Seconds to minutes Minutes, days, weeks
Application M2M communication Haplicsz, including Visualization Big data analytics
axamplas telemedicine and tl'all'lll'lg Slmple analytics Graphical dashboards
How long loT data  Transient Short duration: perhaps hours, days, Months or years

is stored or weeks

Geographic Very local: for example, one city block Wider Global

coverage

99
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Feed:  飼料；牧草
Transient: 短暫的；一時的；瞬間的
Ship: 船
Roadway: 道路
Railway: 鐵路
Act on :做事，行動

機器對機器溝通, 例如遠距醫療和訓練
資料視覺化
Dashboard:汽車的儀表板



Introduction

What Happens in the Fog and the Cloud

Fog nodes:

» Receive feeds from loT devices using any protocol, in real time
» Run loT-enabled applications for real-time control and analytics, with millisecond response time
» Provide transient storage, often 1-2 hours

« Send periodic data summaries to the cloud

The cloud platform:

» Receives and aggregates data summaries from many fog nodes
« Performs analysis on the loT data and data from other sources to gain business insight

« (Can send new application rules to the fog nodes based on these insights

100
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Vehicular Fog Computing: A Viewpoint of
Vehicles as the Infrastructures

X. Hou; Y. Li; M. Chen; D. Wu; D. Jin; S. Chen,
IEEE Transactions on Vehicular Technology, 2016

101



Introduction

rban vehicular networks
= Invoke by cellular network and cloud computing

= Intelligent transportation systems’ important component
= Sharing applications
Advertisements and entertainments
= Information spreading services

Emergency operations for natural disaster and terrorist
attack

= Benefits

= Driving safety

= Traffic efficiency

= Great convenience by exchanging valuable information
= Challenge

= Bigger data _ _
Augmented Reality (AR) Comp!_ex data processing and storing

= Rapid response o example, a company parking lot can be
Self-drving tilized to handle the computational tasks.

Sl IIVWALIWI I,

computation and storage
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Urban: 都市
Entertainments: 遊藝，演藝；餘興
Terrorist: 恐怖主義者；恐怖分子
Valuable: 值錢的，貴重的

擴增實境Augmented Reality, AR
Augmented Reality(AR), self-driving deal with �complex data processing and storing operations
Require higher level of data communication, computation and storage


Introduction

= Vehicular fog computing(VFC)

= Collaboration of near-located vehicles instead of
sending the information to remote servers

—

Core — —IRsu
- Basé Station TABLE 1
THE DIFFERENCES BETWEEN VCC AND VFC
@ f@ Features vCC VIC
Multi-Service v. |m2;;t;’;::iog ,__Q% Decision Making Remote Local
Edge Geo-distribution No Yes

Vehicle Communication Bandwidth Constrained  Real-Time Load-Balancing

! Computation Capacity  Medium Large
[‘ ‘ sehdor Deployment Cost High Low
e —
Sensors '

& Applications

RSU - Rode Side Unit VCC : Vehicular Cloud Computingt03
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Collaboration:  合作；共同研究

Rode side unit


System Overview

JamCloud

104
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Roadside unit路邊基地台


System Overview

m Scenarios

= Moving Vehicles as Infrastructures
= Carry the information from place to place
= Computation

Service AP % _— —'@
.

(@5‘2@3

Internet

VANETs

(a) Moving Vehicles as Communication Infrastructures

G

Cloud Resource

JamCloud

(b) Moving Vehicles as Computational Infrastructures

105



System Overview

= ocenarios

= Parked Vehicles as Infrastructures
= Can not carry the information from place to place
But improve connectivity.
= Static backbones and service infrastructures
= Computation

Form a small data center, e B . 7
Parking ﬁf/@/ @
@%g) - ;

|

Internet

TE'D@OEJ =

Cloud Resource

Parking lot

(b)Parked Vehicles as Computational Infrastructurd6
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