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NETWORK DEVICES

CISCO Core Router
Cisco 7604
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Far4ds VS SDN

. Ethernet network use Spanning Tree
Protocol(STP) to forward frame.
- |EEE 802.1D
- avoid loop and ARP storm
- analysis and decide which port can transmit
- Single path routing

- STP

s2 s3

s1 s4

B~ s8 9
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- Load balancing

F#e4adis VS SDN

- Achieve higher bandwidth utilization

- Balancing the traffic load

- Static load balancing

- Dynamic load balancing

Servers

Clients
Load Balancing Server

£

I
e =
== b A

i / Gateway
&

Switch

L

Figure 1. Ttraditional load balancing model

Controller/ Servers

Load Balancing Server

Gateway
Switch

Figure 2. SDN based load balancing model
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Fig. 7. OpenFlow-enabled SDN devices
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RULE ACTION | STATS

FLOW TABLE

Packet + counters

Forward packet to port(s)

Drop packet

bt =y

Encapsulate and forward to controller

Send to normal processing pipeline

Switch  MAC MAC Eth VLAN IP

port src dst | type D src

IP . TCP TCP
dst = psrc  pdst

17



I

PACKET-IN EZIER1ZE

Packet In Net App 1 Net App 2 se Net App n
Start at Flow table 0 ﬁ @
l N >/ Abstract network views _
(G G
yes g“ | @ Open northbound APi
Update Counters «© . N
Match in Yes | Execute Instruction Set Go 1o 2 Network Abstractions (e.g., topology abstraction)
Table 0? — 7+ Update action set . _4> Table n? o 7~ 7% Global network view
’ « Update packet/match set fields ’ € NN
+ Update metadata 8 | Network Operating System (SDN controllers) J
l no v N
l no 4 \} Open southbound AP
Based on table configuration, do g Y e
one Execute Action Set o ] )
« Send to controller o
- Drop 8
« Continue to next table ‘Q"
/ SDN CONTROLLER \

Net App Net App b /
SDN DEVII

Network
Operating

& 2 ))

Fig. 7. OpenFlow-enabled SDN devices 18
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FLOW TABLE EXAMPLE 1

Controller
Software {OpenFIow Client J @“
Layer Nu
................................................................ TELL 4 =
Flow Table ‘ -
MAC |MAC |[IP P TCP  [TCP .
Hardware Action
rc dst Src Dst sport |dport
Layer
5.6.7.8 * * port 1
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FLOW TABLE EXAMPLE 2

Switching

Switch MAC [MAC [Eth | LAN |[IP IP IP TCP TCP Action

Port rc dst ype [ID Src Dst Prot |sport [dport

* * 00:1f:.. * * * * * * * port6
Flow Switching

Switch MAC [MAC [Eth | LAN |IP P IP TCP TCP Action

Port rc dst ype [ID Src Dst Prot |[sport [dport

port3 00:20.. 00:1f.. 0800 vlanl 1.2.3.4 5.6.7.8 4 17264 80 port6
Firewall

Switch MAC |MAC [Eth LAN |IP IP IP TCP TCP Action

Port rc dst ype [ID Src Dst Prot |sport [dport

k * k * k * * * 22 drop

20



FLOW EXAMPLE 1

Floodlight
< 4 + A http://192.168.1.208:8080/switch/00:00:5¢:26:0a:5a:¢c8:b2 (v} Q- Coogle

Dashboard Topology Switches Hosts

o

gl (o

Switch 00:00:5¢:26:0a:5a:¢8:b2

Nicira Networks, Inc.

Open vSwitch

1.4.0+build0

S/N: None

Ports (5)
# Link Status TX Bytes RX Bytes TX Pkts RX Pkts Errors
6 11960221 4550669 90483 47846
5 9722116 2518054 70172 26626
7 11689914 4580580 89280 48367
-2 1343200978 1523879936 2459019 1356095
1 1527847094 1353022638 1404085 2533176

Flows (8)
Cookie Priority Match Action Packets Bytes Age Timeout
-687779969 -32768 src=00:00:00:00:00:00, dst=00:00:00:00:cc:10, port=0 OUTPUT 5 21861 2264184 20583s Os
-687779967 -32768 src=00:00:00:00:00:00, dst=22:22:22:00:cc:10, port=0 OUTPUT 7 16516 1663740 8065 s Os
-687779968 -32768  src=00:00:00:00:00:00, dst=00:11:22:cc:cc:10, port=0 OUTPUT 6 42261 4251337 20583s Os
9007199254740992 0 src=22:22:22:00:cc:10, dst=10:40:13:94:€0:82, port=7 OUTPUT 1 11 1022 11s 5s
9007199254740992 0 src=5c¢:26:0a:5a:¢8:b2, dst=10:40:13:94:e0:82, port=-2 OUTPUT 1 366214 1183245841 24392s 5s
9007199254740992 0 src=00:00:00:00:cc:10, dst=00:23:69:62:26:09, port=5 OUTPUT 1 21993 2137918 21213s 5s
9007199254740992 O src=10:40:13:94:e0:82, dst=5c:26:0a:5a:¢8:b2, port=1 OUTPUT -2 668200 49039115 24311s b5s

9007199254740992 0 src=00:11:22:cc:cc:10, dst=5¢c:26:0a:5a:c8:b2, port=6 OUTPUT -2 39 3710 37s 5s



FLOW EXAMPLE 2

Flow 1

™~

<['
x_,
:

<

£

. VM- Domain2
Flow Table Entries L,o,w_z';‘;ﬂ
(Charfe)
* VM Charlie sends a ping to Bob.
# ovs-dpectl show xenbrl ) l'—-
’y’t‘mslafiziups. hit:103033 missed: 77944 loar:0 ;

flows: 30
pert 0: xendr0 (internal)
pert 1: ethd

port 2: vif2.0
SR EE—

* Then dump flows: 10.80.2.144)

{Bob)

# ovs-dpctl dump-flows xenbr0 | grep "10.80.2.144"

in_port(2) ,eth(src=72:41:36:a2:8c:d9,dst=00:21:1b:£3:63:45) ,eth_type (0x0800) ,i
pvd (src=10.80.228.31,dst=10.80.2.144 ,proto=1,tos=0,ttl=64,frag=no) ,icmp (type=8
,code=0) , packets:5013, bytes:491274, used:0.760s, actions:1
in port(l) ,eth(src=00:21:1b:£3:63:45 ,dst=72:41:36:a2:8c:d9) ,eth type(0x0800) ,i
pvé (sre=10.80.2.144,dst=10.80.228 .31 ,proto=1,tos=0,tt1=62,frag=no) ,icmp (type=0
,code=0) , packets:5013, bytes:491274, used:0.760s, actions:2

.

L2~-L4 Exact Match

Total Number of packet matches of this type
Total Number of bytes for this flow match
Time flow was last updated

Actions. In this case switch packet to Port 2.
Shide s avallable under CC BY-SA 3.0
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OPENFLOW W EZREE

TABLE III
DIFFERENT MATCH FIELDS, STATISTICS AND CAPABILITIES HAVE BEEN ADDED ON EACH OPENFLOW PROTOCOL REVISION. THE NUMBER OF REQUIRED
(REQ) AND OPTIONAL (OPT) CAPABILITIES HAS GROWN CONSIDERABLY.

# Match # Instructi # Acti # Port
OpenFlow Version | Match fields Statistics AN nerietions clons s
Req | Opt | Req Opt Req | Opt | Reg | Opt
Ingress Port Per table statistics
v 1.0 Ethernet: src, dst, type, VLAN Per flow statistics 18 ’ 1 0 7 1 6 )
IPv4: src, dst, proto, ToS Per port statistics
TCP/UDP: src port, dst port Per queue statistics
v L1 Metadata, SCTP, VLAN tagging Group statistics 3 ’ 0 0 3 )% 5 3
MPLS: label, traffic class Action bucket statistics
v 12 OpenFlow Extensible Match (OXM) 14 18 5 3 7 49 5 3
IPv6: src, dst, flow label, ICMPv6
‘ v 1.3 PBB, IPv6 Extension Headers Per-flow meter 14 | 26 | 2 4 2 | 56 | 5 3
Per-flow meter band
v 14 — — . - 14 27 2 4 2 57 5 3
Optical port properties
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SDN 1ZErl 2570 %8

Name Architecture Northbound API Consistency  Faults  License Prog. language Version
Beacon | | centralized multi-threaded  ad-hoc API no no GPLv2 Java v1.0
DISCO | | distributed REST — yes — Java vl.l
Fleet | ] distributed ad-hoc no no — — v1.0
Floodlight [[5Y] centralized multi-threaded ~ RESTful API no no Apache Java vl
HP VAN SDN | | distributed RESTful API weak yes — Java v1.0
HyperFlow [ 193] distributed — weak yes — C+t v1.0
Kandoo | | hierarchically distributed — no no — C, C++, Python v1.0
Onix [7] distributed NVP NBAPI weak, strong  yes commercial  Python, C v1.0
Maestro | ] centralized multi-threaded  ad-hoc API no no LGPLv2.1 Java v1.0
Meridian | ] centralized multi-threaded  extensible APl layer no no — Java v1.D
MobileFlow [227] — SDMN API — — — — vl.2
MuL | ] centralized multi-threaded  multi-level interface  no no GPLv2 C v1.0
NOX [20] centralized ad-hoc API no no GPLv3 C+t v1.0
NOX-MT [157] centralized multi-threaded  ad-hoc API no no GPLv3 C++ v1.0
NVP Controller [11] distributed — — — commercial — —
OpenContrail | ] — REST API no no Apache 2.0 Python, C++, Java  v1.0
# OpenDaylight [1 3] distributed REST, RESTCONF  weak no EPL v1.0 Java v1.{0.3}
ONOS [117] distributed RESTful API weak, strong  yes — Java v1.0
PANE [197] distributed PANE API yes — — — —
POX | ] centralized ad-hoc API no no GPLv3 Python v1.0
ProgrammableFlow | | centralized — — — — C vl.3
Rosemary | ] centralized ad-hoc — — — — v1.0
|_> Ryu NOS [191] centralized multi-threaded — ad-hoc API no no Apache 2.0 Python v1.{0.2,3}

SMaRtLight [195] distributed RESTful API no no Apache Java v1.0
SNAC | | centralized ad-hoc API no no GPL C++ v1.0
Trema | ] centralized multi-threaded  ad-hoc API no no GPLv2 C, Ruby v1.0
Unified Controller | ] — REST API — — commercial — v1.0
yanc | ] distributed file system — — — — —
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- SDNAIEZRBRMES [ ZEREHRAIRINELRE -
SDNHFS 2B 7 BAHImIRBaIERIRT - 15 Ak

D aiEEE ( Control Plane ) ARl ( Data Plane ) -

i A8 s Y B B PR 2 R E T B Ry ZEHl = ( Controller )
REERE KASPEENST -

- IERlEREEEMEE A AR A - fi— NERTHBRER
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