
What is CGI?
• The Common Gateway Interface (CGI) 

– It defines how information is exchanged between the web 
server and a custom script.

– It is a standard for external gateway programs to interface 
with information servers such as HTTP servers.

• The current version is CGI/1.1 and CGI/1.2 is under progress.
• Web Browsing

– Your browser contacts the HTTP web server and demands 
for the URL i.e., filename.

– Web Server will parse the URL and will look for the 
filename in if it finds that file then sends it back to the 
browser, otherwise sends an error message indicating that 
you have requested a wrong file.



CGI Architecture Diagram
– Web browser takes response from web server and displays 

either the received file or error message.



Web Server Support & 
Configuration

• Please make sure that your Web Server supports CGI and it is 
configured to handle CGI Programs.

• All the CGI Programs to be executed by the HTTP server are 
kept in a pre-configured directory. 
– This directory is called CGI Directory and by convention it is named as 

/var/www/cgi-bin



First CGI Program

• If you click hello.py, then this produces the following output:

• There is one important and extra feature available which is 
first line to be printed Content-type:text/html\r\n\r\n. 

• This line is sent back to the browser and specify the content 
type to be displayed on the browser screen.



HTTP Header
• All the HTTP header will be in the following form:

• There are few other important HTTP headers, which you will 
use frequently in your CGI Programming.

MIME，Multipurpose Internet Mail Extensions



CGI Environment Variables
• All the CGI program will have access to the following 

environment variables. 



Example

GET and POST Methods
• You must have come across many situations when you need 

to pass some information from your browser to web server
and ultimately to your CGI Program. 

• Most frequently, browser uses two methods two pass this 
information to web server. 
GET
POST



Passing Information using GET 
Method

• The GET method sends the encoded user information 
appended to the page request. 

• The page and the encoded information are separated by the ?
character as follows: 
– http://www.test.com/cgi-bin/hello.py?key1=value1&key2=value2

• The GET method is the default method to pass information 
from browser to web server and it produces a long string that 
appears in your browser's Location:box. 

• Never use GET method if you have password or other 
sensitive information to pass to the server.

• The GET method has size limitation: only 1024 characters can 
be sent in a request string. 

http://www.test.com/cgi-bin/hello.py?key1=value1&key2=value2


Passing Information using GET 
Method

• The GET method sends information using QUERY_STRING
header and will be accessible in your CGI Program through 
QUERY_STRING environment variable.

• You can pass information by simply concatenating key and 
value pairs along with any URL or you can use HTML <FORM> 
tags to pass information using GET method.

Simple URL Example : Get Method
• Here is a simple URL, which will pass two values to 

hello_get.py program using GET method.
• /cgi-bin/hello_get.py?first_name=ZARA&last_name=ALI

http://www.tutorialspoint.com/cgi-bin/hello_get.py?first_name=ZARA&last_name=ALI


Example
• Below is hello_get.py script to handle input given by web 

browser. 
• We are going to use cgi module, which makes it very easy to 

access passed information:



Simple FORM Example: GET 
Method

• Here is a simple example which passes two values using HTML 
FORM and submit button. 

• We are going to use same CGI script hello_get.py to handle 
this input.

• Here is the actual output of the above form. You enter First 
and Last Name and then click submit button to see the result.



POST Method
• This packages the information in exactly the same way as GET 

methods, but instead of sending it as a text string after a ? in 
the URL it sends it as a separate message. 

• This message comes into the CGI script in the form of the 
standard input.

• Below is same hello_get.py script which handles GET as well 
as POST method.



POST Method

• Let us take again same example as above which passes two 
values using HTML FORM and submit button. 

• We are going to use same CGI script hello_get.py to handle 
this input.

• Here is the actual output of the above form. You enter First 
and Last Name and then click submit button to see the result.



Passing Checkbox Data to CGI 
Program

• Checkboxes are used when more than one option is required 
to be selected.

• Here is example HTML code for a form with two checkboxes:

• The result of this code is the following form:

• Below is checkbox.cgi script to handle input given by web 
browser for checkbox button.



Checkbox Data



Using Cookies in CGI

• HTTP protocol is a stateless protocol. 
– But for a commercial website, it is required to maintain session 

information among different pages. 

• For example, one user registration ends after completing 
many pages. 
– But how to maintain user's session information across all the web 

pages.

• In many situations, using cookies is the most efficient method 
of remembering and tracking preferences, purchases, 
commissions, and other information required for better visitor 
experience or site statistics.



Using Cookies in CGI
• Your server sends some data to the visitor's browser in the form of a 

cookie. 
• The browser may accept the cookie. If it does, it is stored as a plain text 

record on the visitor's hard drive. 
• Now, when the visitor arrives at another page on your site, the cookie is 

available for retrieval. 
• Once retrieved, your server knows/remembers what was stored.
• Cookies are a plain text data record of 5 variable-length fields:
1. Expires : The date the cookie will expire. If this is blank, the cookie will expire 

when the visitor quits the browser.
2. Domain : The domain name of your site.
3. Path : The path to the directory or web page that sets the cookie. This may be 

blank if you want to retrieve the cookie from any directory or page.
4. Secure : If this field contains the word "secure", then the cookie may only be 

retrieved with a secure server. If this field is blank, no such restriction exists.
5. Name=Value : Cookies are set and retrieved in the form of key and value pairs.



Setting up Cookies
• It is very easy to send cookies to browser. 
• These cookies will be sent along with HTTP Header before to 

Content-type field. 
• Assuming you want to set UserID and Password as cookies. So 

cookies setting will be done as follows:

• We use Set-Cookie HTTP header to set cookies.
• Here, it is optional to set cookies attributes like Expires, 

Domain and Path. It is notable that cookies are set before 
sending magic line "Content-type:text/html\r\n\r\n.



Retrieving Cookies

• Cookies are stored in CGI environment variable HTTP_COOKIE
and they will have following form:
– key1=value1;key2=value2;key3=value3....

• Here is an example of how to retrieve cookies.



File Upload Example

• To upload a file, the HTML form must have the enctype
attribute set to multipart/form-data. 

• The input tag with the file type will create a "Browse" button.

• The result of this code is the following form:



Example
• Here is the script save_file.py to handle file upload:

If you are running above script on 
Unix/Linux, then you would have to take 
care of replacing file separator as follows, 
otherwise on your windows machine above 
open() statement should work fine.

fn = os.path.basename(fileitem.filename.replace("\\", "/" ))



How To Raise a "File Download" 
Dialog Box ?

• A user will click a link and it will pop up a "File Download" 
dialogue box to the user instead of displaying actual content. 

• This is very easy and will be achieved through HTTP header. 
• This HTTP header will be different from the header mentioned 

in previous section.
• For example, if you want make a FileName file downloadable 

from a given link, then its syntax will be as follows:
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