What is CGI?

e The Common Gateway Interface (CGl)
— |t defines how information is exchanged between the web
server and a custom script.

— |t is a standard for external gateway programs to interface
with information servers such as HTTP servers.

 The current version is CGI/1.1 and CGI/1.2 is under progress.

e Web Browsing

— Your browser contacts the HTTP web server and demands
for the URL i.e., filename.

— Web Server will parse the URL and will look for the
filename in if it finds that file then sends it back to the
browser, otherwise sends an error message indicating that
you have requested a wrong file.



CGI Architecture Diagram

— Web browser takes response from web server and displays
either the received file or error message.
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Web Server Support &
Configuration

Please make sure that your Web Server supports CGl and it is
configured to handle CGI Programes.

All the CGI Programs to be executed by the HTTP server are

kept in a pre-configured directory.
— This directory is called CGI Directory and by convention it is named as
/var/www/cgi-bin
<Directory "/var/www/cgl-bin">
AllowOverride HNone
Cption3s ExecCGI
Order allow,deny
Allow from all
< /Directory>

<Directory "/var/www/cgli-bin™>
Cptions All
</Directory>



First CGIl Program

#! usr/bin/python

print "Content-type:text/htmliyrin\rin™

print "<html>"

print "<head>"

print "<title>Hello Word - Firat CGI Program</title>’

print '"</head>’

print "<body>"
print "<hZ>Hello Word! This is my firat CGI program</h2>"
print "</body>’

print "</ html>"
If you click hello.py, then this produces the following output:
Hello Word! This is my first CGIl program

There is one important and extra feature available which is
first line to be printed Content-type:text/html\r\n\r\n.

This line is sent back to the browser and specify the content
type to be displayed on the browser screen.



HTTP Header

e All the HTTP header will be in the following form:

HITE Field MName:

For Example

Field Content

Content—type: text/htmlhyrin\ri\n

e There are few other important HTTP headers, which you will
use frequently in your CGI Programming.

Header

Content-type:

Expires: Date

Location: LUREL

Last-madified: Date

Content-length: M

Seft-Cookie: String

Description

A MIME string defining the format of the file being returned. Example is
Content-typetext/html MIME > Multipurpose Internet Mail Extensions

The date the information becomes invalid. This should be used by the
browser to decide when a page needs to be refreshed. Avalid date
string should be in the format 01 Jan 1998 12:00:00 GMT.

The LIRL that should be returned instead of the LREL requested. You
can use this field to redirect a request to any file.

The date of last modification of the resource.

The length, in bytes, of the data being returned. The browser uses this
value to report the estimated download time far a file.

Setthe cookie passed through the string



CGIl Environment Variables

All the CGI program will have access to the following
environment variables.

Variable Hame

COMNTENT_TYPE

COMTENT_LEMNGTH

HTTP_COOKIE

HTTP_USER_AGEMNT

PATH_INFO
QUERY_STRING

REMOTE_ADDR

REMOTE_HOST

REQUEST_METHOQD

SCRIPT_FILEMAME
SCRIPT_MAME
SERVER_MAME
SERVER_SOFTWARE

Description

The data type ofthe content. Used when the clientis sending attached
content to the server. Far example, file upload, etc.

The length of the query information. It's available only for POST
requests.

Returns the set cookies in the form of key & value pair.

The User-Agent request-header field contains information about the
user agent ariginating the request. Its name of the web browser.

The path for the CGI script.
The URL-encoded informatian that is sent with GET method request.

The IP address of the remote host making the request. This can be
useful for logging or for authentication purpose.

The fully qualified name of the host making the request. If this
infarmation is not available then REMOTE_ADDR can be usedto get
IR address.

The method used to make the request. The most comman methods
are GET and POST.

The full path to the CGI script.
The name of the CGI script.
The servers hostname or IP Address

The name and version of the software the server is running.



Example

#! /fusar/bin/python
EY
import o3

print "Content—-type: text/htmlir\nh\r\n”;
print "<font 3ize=+1>E

for param in os.
print "<b>%203</b>: $3<\br>" % (param, os.environ[param])

GET and POST Methods

* You must have come across many situations when you need
to pass some information from your browser to web server
and ultimately to your CGI Program.

 Most frequently, browser uses two methods two pass this
information to web server.

v GET
v POST



Passing Information using GET
Method

The GET method sends the encoded user information
appended to the page request.

The page and the encoded information are separated by the ?
character as follows:

— http://www.test.com/cgi-bin/hello.py?keyl=valuel&key2=value2
The GET method is the default method to pass information

from browser to web server and it produces a long string that
appears in your browser's Location:box.

Never use GET method if you have password or other
sensitive information to pass to the server.

The GET method has size limitation: only 1024 characters can
be sent in a request string.


http://www.test.com/cgi-bin/hello.py?key1=value1&key2=value2

Passing Information using GET
Method

e The GET method sends information using QUERY_STRING
header and will be accessible in your CGI Program through
QUERY_STRING environment variable.

e You can pass information by simply concatenating key and
value pairs along with any URL or you can use HTML <FORM>
tags to pass information using GET method.

Simple URL Example : Get Method

e Here is a simple URL, which will pass two values to
hello_get.py program using GET method.

e /cgi-bin/hello_get.py?first_name=ZARA&last_name=ALI



http://www.tutorialspoint.com/cgi-bin/hello_get.py?first_name=ZARA&last_name=ALI

Example

 Below is hello_get.py script to handle input given by web
browser.

 We are going to use cgi module, which makes it very easy to
access passed information:

#! fusr/bin/python

import egi, cgith

# Create instance of FieldStorage
form = cgli.FieldStorage ()

¥ Get data from fields
first name = form.getwvalue('firat name')
last name form.getvalue ("last name')

print "Content-type:text/html\r\n\r\n"

print "<html>"

print "<head>"

print "<title>Hello - Second CGI Program</title>"
print "</head>"

print "<body>"

print "<h2»Hello %3 $3</h2>" % (first_name, last_name) H " Z.ARA Al—l
print "</body>" EE c:

print "</html>"



Simple FORM Example: GET
Method

e Here is a simple example which passes two values using HTML
FORM and submit button.

e We are going to use same CGl script hello_get.py to handle
this input.

: :

+ — g = o TE i = o= 1 7 g L o T 4 TR
<form action="/cgi-bin/hello get.py":method="get"%
d

First Name: <input type="texXt"™ name="Ifir3t name"> <br />
Last Name: <input type="teXt"” name="last name"™ />
<input type="submit" value="Submit"™ />

< f formy

 Here is the actual output of the above form. You enter First
and Last Name and then click submit button to see the result.

First Mame:

Last Mame: Submit



POST Method

e This packages the information in exactly the same way as GET
methods, but instead of sending it as a text string aftera ? in
the URL it sends it as a separate message.

* This message comes into the CGl script in the form of the
standard input.

 Below is same hello_get.py script which handles GET as well
as POST method. /s

# Import modules for OGI handling
import cgi, cgitk

# Create instance of Field3torage

form = cgi.FieldStorage ()

# Get data from fields
firat name = form.getvalue('first name')
last _neme = form.getwvalue('last _name')

print "Content-type:text/html\r\n\e\n"

print "<html>"

print "<head>"

print "<title>Helleo - Second CGI Program</title>™
print "</head>"

print "<body>"

print "<h2>Hello %3 #3</h2>" % (first_name, last name)
print "</body>"

print "</html>"



POST Method

Let us take again same example as above which passes two
values using HTML FORM and submit button.

We are going to use same CGl script hello_get.py to handle
this input.

: :
F= - - —T 7 - i 1 1 -— _— -— —TR 4 Th
<form action="/cgi-bin/hello get.py™ method="po3t™>

First Name: <input type="text" name="Ifirst name"3<br />
Last Name: <input type="texXt" name="last name™ />

<input type="submit"™ wvalue="Submit"™ />
</form>

Here is the actual output of the above form. You enter First
and Last Name and then click submit button to see the result.

First Mame:

Last Mame: Submit



Passing Checkbox Data to CG|
Program

Checkboxes are used when more than one option is required
to be selected.

Here is example HTML code for a form with two checkboxes:

<form action="/cgi-bin/checkbox.cgl™ method="P0S5 target="_blank">
"-‘.{.J::';I.:.LIIE..i.j,:'_[::.é.;"":.':'.::e.‘.i..:fi::::‘.:::.';..‘.1.:::[:..5.:';3.'.':.:.::'“. ....... T R o S :
<input type="checkbox™ name="phya3ics alue="on"™ /> Phy3ics :
R T T e T B R oo o E e

</ Eorm>

The result of this code is the following form:

Maths Fhysics | Select Subject

Below is checkbox.cgi script to handle input given by web
browser for checkbox button.



Checkbox Data

#!/usr/bin/python

# Import modules for COGI handling
import cgi, cgithk

# Create instance of FieldStorage
form = cgi.FieldStorage ()

# et data from fields

if form.getvalue ("math3"):
math flag = "ON"

elae:
math flag = "O0FF"

if form.getvalue ("phy3ica'):
physicas flag = "OH"

glae:
phy3sics flag = "OFF"

print "Content-type:text/htmliyrin\rcin™

print "<html>"

print "<head>"

print "«<title>Checkbox - Third O Program</title>"
print "</ /head>"

print "<body>"

print "<h2> CheckBox Maths is : %3</h2>"™ % math flag

print "<h2> CheckBox Physics i3 : %3</h2>"™ % physaics flag

print "</body>"
print "</ html>"



Using Cookies in CGl

HTTP protocol is a stateless protocol.

— But for a commercial website, it is required to maintain session
information among different pages.

For example, one user registration ends after completing

many pages.

— But how to maintain user's session information across all the web
pages.

In many situations, using cookies is the most efficient method

of remembering and tracking preferences, purchases,

commissions, and other information required for better visitor

experience or site statistics.



Using Cookies in CGl

Your server sends some data to the visitor's browser in the form of a
cookie.

The browser may accept the cookie. If it does, it is stored as a plain text
record on the visitor's hard drive.

Now, when the visitor arrives at another page on your site, the cookie is
available for retrieval.

Once retrieved, your server knows/remembers what was stored.

Cookies are a plain text data record of 5 variable-length fields:

Expires : The date the cookie will expire. If this is blank, the cookie will expire
when the visitor quits the browser.

Domain : The domain name of your site.

Path : The path to the directory or web page that sets the cookie. This may be
blank if you want to retrieve the cookie from any directory or page.

Secure : If this field contains the word "secure", then the cookie may only be
retrieved with a secure server. If this field is blank, no such restriction exists.

Name=Value : Cookies are set and retrieved in the form of key and value pairs.



Setting up Cookies

It is very easy to send cookies to browser.

These cookies will be sent along with HTTP Header before to
Content-type field.

Assuming you want to set UserlD and Password as cookies. So
cookies setting will be done as follows:

#!/usr/bin/python

3 T P T T TR _Trerem oy 5
print "Set-Cookie:UserID=KY¥Z:;\r\n

= e P N = - ]_nanrrpa oy L] L1 ™ I
print "Set-Cookie:Pagaword=XyYZ123=\r\n" :

..............................................................

. o ITmEREREREI R ol . - "
print "Set—Cookie:Expires=Tuesaday, 31-Dec-2007 23:12:40 & r\n

- — T -— o U= T e —— . - - % 5 ™
print "Set-Cookie:Domain=www.tutorialspoint.com;\r\n

— -— o 1= T = = _— % ™

print "Set-Cookie:Path=/perl;\n

- — ™" = — — - L N L T Tk T M, T )
print "Content—type:text/htmli\rci\nh\ri\n

E] 4 £ 31 LT LT = 4 4
. .Beat of the HTML Content....

We use Set-Cookie HTTP header to set cookies.

Here, it is optional to set cookies attributes like Expires,
Domain and Path. It is notable that cookies are set before
sending magic line "Content-type:text/html\r\n\r\n.



Retrieving Cookies

e Cookies are stored in CGl environment variable HTTP_COOKIE
and they will have following form:

— keyl=valuel;key2=value2;key3=value3....

e Here is an example of how to retrieve cookies.
#l/usr/bin/python
# Import modules for OGI handling

from o2 import environ
import cogli, cgith

if environ.has key('HTTP COOKIE"):
for cookie in map(strip, split(environ['HITP COOKIE'], ";")):
(key, walue ) = split{cookie, "="};
if key == "UserlD™:

uszer id = wvalue

if key = "Pa3sword"™:

password = value
Uzer ID = XYZ
Password = XK¥YZ123

R

print "User ID
print "Password

3™ % user_id
(3" % password



File Upload Example

e To upload a file, the HTML form must have the enctype
attribute set to multipart/form-data.

e The input tag with the file type will create a "Browse" button.

<html>

BOAYZ, .veusseseeesssssrssssessssssssssssssssssrsssns
+form enctype="multipart/form-data™ :
............................ ;EEIEH:'EQ"é:EEiE:E:" method="post™>
pxFile: <input type="file™ name="filename™ /> /p>
“prZinput type="submit™ wvalue="Upload™ /></p>
</ Torms

</ body>

</ html >

e The result of this code is the following form:

File: | Choose File | Mo file chosen

Lpload



#!/usr/bin/python

import cogi, oS
import cgitb:; cgitb.enable()

form = cgi.FieldStorage ()

# Get filename here.

fileitem = form["filename"]

# Teat if the file was uploaded
if fileitem.filename:
# atrip leading path from file name

- -

sea e AL TEALOIE L AVEIAG L ATTAGK Sun s sn s nn s nnnnay,
: fn = o3.path.basename (fileitem.filename) .

TESRREEEsARgEERERRANEELAERRgEAEpEASEEREEEALN apun
open (" omps .+ In, Ywo! '
message = "The file "' + fn + '™

elae:
message = "Ho f£file was uploaded’

print

Content-Type: text/html\n

<html >

<body>

<pr>Ea<,/px
< /body>
</html >
et % (measage, )

FEEEENEEE RN EEEREEEEEE 9y "
Vwrite (Tileitem.Tile.read())

Example

 Here is the script save_file.py to handle file upload:

If you are running above script on
Unix/Linux, then you would have to take
care of replacing file separator as follows,
otherwise on your windows machine above
open() statement should work fine.

fn = os.path.basename(fileitem.filename.replace("\\", /"))



How To Raise a "File Download"
Dialog Box ?

A user will click a link and it will pop up a "File Download"
dialogue box to the user instead of displaying actual content.

This is very easy and will be achieved through HTTP header.

This HTTP header will be different from the header mentioned
In previous section.

For example, if you want make a FileName file downloadable
from a given link, then its syntax will be as follows:

#! fusr/bin/python
# HITP Header

# Letual File Content will go hear.

= — TR P TR e, TH L
Io = openy Io0.CTXEXC, ro- )

atr = fo.read();

print str

# Close opend file
fo.cloge ()
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